Confidential


VANTAGE RADIOLOGY & DIAGNOSTIC SERVICES WEBSITE 

FOR ONLINE REPORTS AND ONLINE BILLING SYSTEM
WWW.VRADS.COM



SYSTEMS ACCESS AND CONFIDENTIALITY AGREEMENT

Due to the confidential nature of the data contained in the patient records available via the VRADS web page, measures must be taken to ensure that authorized users only can access these records.  

Your User ID and password are your unique identifiers for the system. Your access is authorized only as necessary to provide authorized patient care.   
You must not allow others to use your user ID/password.

Please note that the information presented is not exhaustive and is not intended to be a complete medical record. Permanent and complete medical records are maintained at the relevant medical facility.

I, ____________________________________, understand and agree to the following:

1. I understand the confidentiality of patient records is required by law, and there are statutes or policy reasons specifically mandating the confidentiality of, among other areas, mental health, HIV, and drug and alcohol-related treatment records.

2. I understand Vantage Radiology conducts and maintains an audit trail of accesses to patient information and records the machine name, user, date, and patient identification of all accesses to patient medical record data that is electronically maintained.

3. My User ID/Password is the equivalent of my signature.  I am the only person authorized to use my User ID/Password.

4. I will safeguard and will not disclose my password or any other authorization I have that allows me access to confidential information.  I accept responsibility for all activities undertaken using my password.

5. I will use confidential information only as needed by me to perform my legitimate duties in connection with my employment and patient care responsibilities.   This means, among other things:

a. I will not access confidential information that I have no legitimate need to know.

b. I will not in any way divulge, copy, release, sell, loan, revise, alter, transmit or destroy any confidential information except as properly authorized within the scope of my employment.

c. I will not misuse nor carelessly maintain nor fail to safeguard confidential information.

6. I understand I have no right or ownership interest in any confidential information referred to in this agreement.  Vantage Radiology may at any time revoke my password.

7. I will retrieve or attempt to retrieve from the computer system only medical and or payment data that is directly related to the treatment of patients for whom I have a clinical relationship, or those patients for whom I have been asked to provide a consultation, or for approved educational or research purposes.  I agree to maintain the confidentiality of all such patient data.  

8. It is my responsibility to log out of the system.  I will not, under any circumstances, leave unattended a computer terminal to which I have logged on.

9. If I have reason to believe the confidentiality of my password has been compromised, I will change my password.  I will immediately report any known or suspected breach of the confidentiality of the system or records/data obtained from it to Vantage Radiology at 253.661.1700.

10. My signature below indicates my understanding of the above noted requirements for the use of any User ID/Password I am assigned, pursuant to my employment or authorized patient care process. 

11. I have read and agree to all of the above as conditions of being granted a User ID / Password.

APPLICANT INFORMATION:  (Type or Print Clearly)  

Please make sure all blank areas are filled out. Incomplete forms will slow the user set- up process.

Full Name (printed): ___________________________________________  Title: ___________




First, Middle, Last  (please include middle name or initial)
Date of Birth:  ______________  (Needed for OIG Exclusion from Medicare Lookup)

Employer: ________________________________________________________

Department: ______________________________________________________

Address: _________________________________________________________

Phone/Beeper: ________________________

Email address:  _______________________________

Person Requesting Access:

Signature: ____________________________________ Date: __________

(A temporary password will be assigned.  The user will be required to change this at the first login.)
(Referring Physicians Only) 

(  I would like to receive a daily e-mail with links to my online reports.  

(  9:30 AM 
(  3:00 PM    (Please select one time to receive this e-mail)

Please mail this form to: 

Vantage Radiology & Diagnostic Services, P.O. Box 26730, Federal Way, WA 98093-3730  

(Attn: Security Officer), or call 253.661.4697 to arrange for pickup. Vantage Radiology & Diagnostic Services is a professional service corporation.

For Office Use Only:

Client Site Access (identify): ____________________________________________

Access Requested: ​​​___ iReports (online reports)  ____ iBill (online billing)  ____ iRAD

Access Approved: ___ iReports (online reports)  ____ iBill (online billing)  ____ iRAD

IT Authority (signature): _____________________________ Date: ____________

ADDENDUM TO VANTAGE RADIOLOGY & DIAGNOSTIC SERVICES WEBSITE 

FOR ONLINE REPORTS AND ONLINE BILLING SYSTEM
WWW.VRADS.COM
 SYSTEMS ACCESS AND CONFIDENTIALITY AGREEMENT

Due to the confidential nature of the data contained in the patient records available via the VRADS web page, measures must be taken to ensure that authorized users only can access these records.  

I, _________________________, give permission for my Medical Assistant or other specified


Please print name 

staff person, _______________________to have access to the daily auto-generated e-mail that I 



Please print name

would normal receive and retrieve for me under that person’s own log-in.

Provider Signature: ________________________________________ Date: __________________

MA/Staff Signature: ______________________________________Date: _____________________

Approved by Vantage IT: _______________________________  Date: ______________
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